NOTICE OF DATA BREACH

July 19, 2023
<<First Name>> <<Last Name>>
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>

RE: NOTICE OF DATA BREACH

Dear <<First Name>> <<Last Name>>,

The Sporting Goods Division of Mitsubishi Chemical America, Inc. (“MCA”) writes to inform you about a recent cybersecurity incident that may affect the security of some of your information. Safety is a core value of MCA, and we take your security, and the security of your personal information, very seriously. Out of an abundance of caution, we are providing this notice to explain what we understand has happened and to outline steps you may take to help protect yourself.

What Happened? On May 19, 2023, the Sporting Goods Division of MCA learned that it was the target of a ransomware attack by an unknown third party. We quickly launched an investigation to determine the nature and scope of the activity, working with cybersecurity experts to determine what happened and what information may have been affected. The investigation identified that the threat actor gained unauthorized access to our servers. We immediately commenced a thorough review to determine whether sensitive information was present in the impacted data. On June 19, 2023, the investigation concluded that some of your information may have been included among information accessed by the threat actors. We have used the information in our recovered files to identify the most recent contact information for those affected.	Comment by Westerhaus, Charles E.: Changed date here
[bookmark: _cp_change_2]
What Information Was Involved? We are notifying you out of an abundance of caution because information related to you was identified in the files that were potentially accessed the threat actor. The information related to you that was potentially accessed may include, among other things, your name, address, date of birth, Social Security number, telephone number, email address, driver’s license or identification document information, tax information, pay information, and financial account information. To date, we have not received any reports of actual or attempted misuse of your information.

What We Are Doing. We take this incident and the security of information in our care very seriously. When we learned of this incident, MCA took immediate steps to investigate and contain the attack and identify those who may have been affected. We have been working with industry-leading computer forensics experts to identify the information accessed, ensure that the threat actors no longer have access to our systems and data, and safeguard against future unauthorized access to our systems and information. We reviewed the contents of the impacted systems to determine whether they contained personal information, identifying contact information, and using that information to provide notice to potentially affected individuals. We are committed to the security of all information in our care and are reviewing existing policies and procedures to protect against a similar future incident.

We do not have any information to suggest that your personal information has been used inappropriately or without authorization. However, to provide protection against identity theft, we have arranged to make available to you [24 months] of identity theft resolution services provided by Experian’s® IdentityWorksSM at no charge. Please note that you must enroll to take advantage of this free service and we encourage you to do so. 

This product provides you with superior identity detection and resolution of identity theft. To activate your membership and start monitoring your personal information please follow the steps below:
· Ensure that you enroll by: [insert date] (Your code will not work after this date.)
· Visit the Experian IdentityWorks website to enroll:  https://www.experianidworks.com/3bcredit
· Provide your activation code: [insert code]

[bookmark: _cp_change_3][bookmark: _cp_change_4]If you have questions about the product, need assistance with identity restoration or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at customer service number by 877-890-9332. Be prepared to provide engagement number [insert number] as proof of eligibility for the identity restoration services by Experian.

[bookmark: _cp_change_5][bookmark: _cp_change_8]What Can You Do?

[bookmark: _cp_change_10][bookmark: _cp_change_12][bookmark: _cp_change_25]Again, we do not believe this incident presents an immediate risk to you, and we have no evidence that your personal information has been misused. We recommend you remain vigilant for incidents of fraud and identity theft by reviewing your credit reports and financial or health statements for unauthorized activities. Also, please review the enclosed attachment called Preventing Identity Theft and Fraud for more information on ways to protect against the potential misuse of your information.

[bookmark: _cp_change_28][bookmark: _cp_change_27]Additional details regarding your 24-MONTH EXPERIAN IDENTITYWORKS Membership:

[bookmark: _cp_change_30][bookmark: _cp_change_29]A credit card is not required for enrollment in Experian IdentityWorks.

[bookmark: _cp_change_32][bookmark: _cp_change_31]You can contact Experian immediately regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:  

· [bookmark: _cp_change_33][bookmark: _cp_change_35][bookmark: _cp_change_34]Experian credit report at signup: See what information is associated with your credit file. Daily credit reports are available for online members only.
· [bookmark: _cp_change_36][bookmark: _cp_change_38][bookmark: _cp_change_37]Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.
· [bookmark: _cp_change_39][bookmark: _cp_change_41][bookmark: _cp_change_40]Identity Restoration: Identity Restoration specialists are immediately available to help you address credit and non-credit related fraud.
· [bookmark: _cp_change_42][bookmark: _cp_change_44][bookmark: _cp_change_43]Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support even after your Experian IdentityWorks membership has expired.
· [bookmark: _cp_change_45][bookmark: _cp_change_47][bookmark: _cp_change_46]Up to $1 Million Identity Theft Insurance:  Provides coverage for certain costs and unauthorized electronic fund transfers.

[bookmark: _cp_change_49][bookmark: _cp_change_48]If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent at 877-890-9332. If, after discussing your situation with an agent, it is determined that Identity Restoration support is needed, then an Experian Identity Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you with contacting government agencies to help restore your identity to its proper condition).
[bookmark: _cp_change_50][bookmark: _cp_change_51][bookmark: _cp_change_53][bookmark: _cp_change_52]Please note that this Identity Restoration support is available to you for one year from the date of this letter and you can enroll at any time during that period. The Terms and Conditions for this offer are located at www.ExperianIDWorks.com/restoration. You will also find self-help tips and information about identity protection at this site.

[bookmark: _cp_change_55][bookmark: _cp_change_54]For More Information  
[bookmark: _cp_change_57][bookmark: _cp_change_56]Again, we take your privacy seriously, and we regret any concern or inconvenience this incident may cause you. If you have additional questions, please contact Joseph Sherinsky, at joseph.sherinsky@mcgc.com or (212) 672-9432. 











[bookmark: _cp_change_59]


[bookmark: _cp_change_58]PREVENTING IDENTITY THEFT AND FRAUD

[bookmark: _cp_change_61][bookmark: _cp_change_60]We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and to monitor your credit reports for suspicious activity. Immediately report any suspicious activity to your bank or credit union and call your local police or sheriff’s office or state Attorney General and file a report of identity theft. You have a right to a copy of the police report, and you may need to give copies of the police report to creditors to clear up your records and also to access some services that are free to identity theft victims. 

[bookmark: _cp_change_62][bookmark: _cp_change_63][bookmark: _cp_change_65][bookmark: _cp_change_64]Under the U.S. Fair Credit Reporting Act and other laws, you have certain rights that can help protect yourself from identity theft. Many of these are explained in this document and at www.identitytheft.gov/ Know-Your-Rights. For example, you are entitled to one free credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit www.annualcreditreport.com or call toll-free, 1-877-322-8228. You may also contact the three major credit bureaus directly to request a free copy of your credit report.

[bookmark: _cp_change_67][bookmark: _cp_change_66]At no charge, you can have these credit bureaus place a short-term or an extended “fraud alert” on your file that alerts creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding your credit report, please contact any one of the agencies listed below.

	[bookmark: _cp_change_86]Equifax
(866) 349-5191
www.equifax.com
P.O. Box 740241
Atlanta, GA 30374
	Experian
(888) 397-3742
www.experian.com
P.O. Box 2002
Allen, TX 75013
	TransUnion
(800) 888-4213
www.transunion.com
2 Baldwin Place
P.O. Box 1000
Chester, PA 19016



[bookmark: _cp_change_91][bookmark: _cp_change_90]You may also place a security freeze on your credit reports, free of charge. A security freeze, also known as a “credit freeze,” prohibits a credit bureau from releasing any information from a consumer’s credit report without the consumer’s written authorization. However, please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other services. But unlike a fraud alert, you must separately place a security freeze on your credit file at each bureau. You can use the following addresses and contact information to place a security freeze with each major credit bureau:

[bookmark: _cp_change_92][bookmark: _cp_change_93][bookmark: _cp_change_95][bookmark: _cp_change_94]Equifax Security Freeze. 1-800-685-1111. P.O. Box 1057881, Atlanta, GA 30348-0241. www.equifax.com/personal/credit-report-services/credit-freeze/;

[bookmark: _cp_change_96][bookmark: _cp_change_97][bookmark: _cp_change_99][bookmark: _cp_change_98]Experian Security Freeze. 1-888-EXPERIAN or 1-888-397-3742. P.O. Box 9554, Allen, TX 75013. www.experian.com/freeze/center.html; or

[bookmark: _cp_change_100][bookmark: _cp_change_101][bookmark: _cp_change_102]TransUnion. 1-800-680-7289. Fraud Victim Assistance Division, P.O. Box 2000, Chester, PA 19022-2000. www.transunion.com/credit-freeze

[bookmark: _cp_change_104][bookmark: _cp_change_103]In order to request a security freeze, you may need to supply your full name (including middle initial, as well as Jr., Sr., II, III, etc.), date of birth, Social Security number, all addresses for up to five previous years, email address, a copy of your state identification card or driver’s license, and a copy of a utility bill, bank or insurance statement, or other statement to show proof of your current address. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law enforcement agency concerning your identity theft. 
[bookmark: _cp_change_106][bookmark: _cp_change_105]The credit reporting agencies must place a security freeze on your credit report within one (1) business day after receiving a request by phone or secure electronic means, and within (3) business days after receiving your request by mail. The credit bureaus must then send written confirmation to you within five (5) business days of placing the security freeze, along with information about how to remove or lift the security freeze in the future. 

[bookmark: _cp_change_108][bookmark: _cp_change_107]You can further educate yourself regarding identity theft, fraud alerts, freezes, and the steps you can take to protect yourself by contacting the Federal Trade Commission or your state Attorney General. The Federal Trade Commission encourages those who discover their information has been misused to file a complaint with them. 

[bookmark: _cp_change_110][bookmark: _cp_change_109]The Federal Trade Commission can be reached at:

[bookmark: _cp_change_112][bookmark: _cp_change_111]Federal Trade Commission	
[bookmark: _cp_change_114][bookmark: _cp_change_113]Consumer Resource Center
[bookmark: _cp_change_116][bookmark: _cp_change_115]600 Pennsylvania Avenue NW
[bookmark: _cp_change_118][bookmark: _cp_change_117]Washington, DC 20580
[bookmark: _cp_change_120][bookmark: _cp_change_119]1-877-ID-THEFT (1-877-438-4338)
[bookmark: _cp_change_122][bookmark: _cp_change_121]TTY: 1-866-653-4261
[bookmark: _cp_change_124][bookmark: _cp_change_125][bookmark: _cp_change_126]www.identitytheft.gov or www.ftc.gov

[bookmark: _cp_change_127]









[bookmark: _cp_change_130]OTHER IMPORTANT INFORMATION 
[bookmark: _cp_change_132][bookmark: _cp_change_131]You may also file a report with your local police or the police in the community where the identity theft took place. Further, you are entitled to request a copy of the police report filed in this matter.

[bookmark: _cp_change_134][bookmark: _cp_change_133]For California residents: 
[bookmark: _cp_change_135][bookmark: _cp_change_136][bookmark: _cp_change_138][bookmark: _cp_change_137]You can visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional information on protection against identity theft. 

[bookmark: _cp_change_140][bookmark: _cp_change_139]For Maryland residents: 
[bookmark: _cp_change_141][bookmark: _cp_change_142][bookmark: _cp_change_143]You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney General 200 St. Paul Place Baltimore, MD 21202 1-888-743-0023 www.marylandattorneygeneral.gov 

[bookmark: _cp_change_145][bookmark: _cp_change_144]For Washington D.C. residents:
[bookmark: _cp_change_146][bookmark: _cp_change_147][bookmark: _cp_change_148]You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia, 441 4th Street, NW, Washington, DC 20001, 202-727-3400, https://oag.dc.gov/ 

[bookmark: _cp_change_150][bookmark: _cp_change_149]For Maryland and New Jersey residents: You may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must contact each of the credit bureaus directly to obtain such additional report(s). 

[bookmark: _cp_change_152][bookmark: _cp_change_151]For Rhode Island residents: 
[bookmark: _cp_change_154][bookmark: _cp_change_153]Rhode Island residents may request additional information by contacting the Rhode Island, Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903, (401)274-4400.]

[bookmark: _cp_change_156][bookmark: _cp_change_155]For North Carolina residents:
[bookmark: _cp_change_158][bookmark: _cp_change_157]North Carolina residents may obtain information about steps you can take to prevent identity theft from the North Carolina Attorney General at https://ncdoj.gov/protecting-consumers/protecting-your-identity/protect-yourself-from-id-theft/ or at:

[bookmark: _cp_change_160][bookmark: _cp_change_159]North Carolina Attorney General’s Office
[bookmark: _cp_change_162][bookmark: _cp_change_161]Consumer Protection Division
[bookmark: _cp_change_164][bookmark: _cp_change_163]9001 Mail Service Center
[bookmark: _cp_change_166][bookmark: _cp_change_165]Raleigh, NC 27699-9001
[bookmark: _cp_change_168][bookmark: _cp_change_167]877-566-7226 (Toll-free within North Carolina)
[bookmark: _cp_change_169]919-716-6000
